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2. Management of functional safety

2-7 Safety management regarding production,

2-5 Overall safety management 2-6 Project dependent safety management . . Lo
operation, service and decommissioning

3. Concept phase 4, Product development at the system level Production, operation,
35| definiti eral topics for the product 4-7 System and item integrz servufe %nd_
-> ltem definition ent at the system level and testing decommissioning

o 7-5 Planning for production,
4-8 Safety validation operation, service and

decommissioning

3-6 Hazard analysis and risk
assessment

3-7 Functional safety concept

7-6 Production

7-7 Operation, service and
decommissioning

verification software
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i 1. Concept ]

EN 50126 (IEC 62278) RAMS#5 1%

CLC/TS 50701

In the context of RAMS performance, the following aspects should
be analysed:

a) the scope, context and purpose of the system;

b) the environment of the system, including:

— physical issues;

— system interface issues;

— legislative and economic issues (if they can have impact).

c) previous RAMS requirements and past RAMS performance of
similar and/or related systems;

d) current RAMS policy and targets of the relevant railway duty
holders:

e) safety legislation.

— Review of the level of security achieved up to now
— Analysis of the project's

security implication and context (incl. generic threats)
(see 5.4)

— Alignment with railway operator / asset owner and

_______________________________________________________

"— Consideration of security lifecycle aspects (patch ‘;

management, monitoring, etc.) (see Clause10)

__________________________________________________________

< BELLIBBRIIFELETEVWTALITE, « BRANEF2UTADOHIETA 7Y A 7 ILDM
BBl oIl LTaELWA? 2 2R L TRTAYEWS ZEZBRLTZE D X,

NNNNN RBZEIRIBHZ R 12

Mational Traffic Safety and Environment Laboratary

Forum2022




REBICBITARAMS 7 A 7 A 7Lt Fal T g
AIHNE D D ? (Phase 1)

5 AR OATERBEE D/ Xy F e, BRAIDETCIIT IV E2EZIA5TH, [IDNRETEBA
" H 2 DD Phase I ANRAICHRFE > THULART,

L ARDOEIBY L, BEIAIABRESTRHRVEREL?L, EXa2 T4 7705 LFTH
T O BATHITSZDIT RV, TREAESTEZRS, EAGTARTEF \AICR M INHEGLINIS, | T—

Jmr7- L, Ny F U ANRNE—EFEEER > TAHANIXTLWATE K,
eoe®

FNTHEIIAD? L AT-WEHEARSIZCFETESDNA,

\‘—ij IR ECDRBETROEDA L, BTEXDANEDNH) T EITHDIAPT,

BICBGADNRN )T CELET DS | [

s o

[BELEHALI AL | M

BIEY 7 M| ps BEIAIC
mad s | PR 2 | e s 5

*SEPRIXIEC 62279(BERY 7 b 7 2 7)Ao TWHLT 2 DT, T <CICESADIFTTIEAR L,
RERN, tRREE. ABRAREE. T—FT7/F v T Ay, AVR— v b THA
EPa2a—IILTRM, FiETR MR EL L DEBEABEHF T,

N L STER IR 13

Forum2022




REBICHBITARMS A 7 A4 7L Fa ) T4y

AIHNE D D ? (Phase 1)

S I TN S b I NBLEBONAR S, CABATI L7 FABLEHRTI 3 ~NAT,

RO 21LPILINZRLAIC
RICY /I BRI R 22

—
—
-

i) KLETT, FHTALTYZ LD BY £7,

]ﬁﬁ\ﬁﬁﬁllﬁ!

-
XN

z R 77T IILT) XLAT
1/\ E}EHEP

7ILT) XLBTRERV/NA

FlE Ry 77
7I)L3Y XLC

2%

Flg Ao o773 X LB

73 X LABTEHA

AVER R

$F77)3Y

R LgEY

EIEY 7 k
FHHRT 5

AVER

ERC

BEIAIC
OK%: v D

n L EREIRIGMH SR

Mational Traffic S afety and Environment Laborata Y

14

Forum2022




‘fﬁii‘_‘ BITARMSTA 7 A4 7)LéEtEFa T4
AIHNE D D ? (Phase 1)

LI Y
_/

‘,fﬁ?%i%ﬁ#%hoD%%@AT?@EWLTH\%Nmtszyﬂfhmbhwﬁ?

@
SN LC»hHbLb)—EFHFVFARTHAIN?EARNICLEEDHE., BRETARLEIIHDADTIEHL, VR
TLDTRAZEY T4 ICEBEIHEHTLCSE, ZTD=H, MIBEAZEZ DAY X Z7FEZANADX,

4 ﬁ%%%%:»aﬁw 53 Eo | [h

S &

RECEEHDAD ? | AM™

TR S TS aéﬁh\z WEL7coZCidIExY 905 ~

R BOBARLEY TRYBI TN A

) BRI RAT LTERF

BFEIAIC

e 5 AERT 2 s B S

N 4 BREEIRIBHEE 15
ﬁﬁg %ﬁﬁﬁ’”‘—ﬁ Forum2022




ZefENTvs TX 2 U T 1 BRIT D=

e etk T CABEIETRITT B AL D B,
pmmmeeee e : — | = S
Beofl | YRTL ) | Ao R BB LG REERC
5 =z B omz | @& EETAMT W oy T
Bl It S, 7 AN 1
>4 o ?%;% m% SRS AT L AR R 5;?%;;%5
Phase1 Phase2 Phase3 Phase45 ______

iij%ézt—%&tm&@o

RADEMICIEC THBITT S | ==

*|EC 62425 Figure A.3 — Example risk analysis process c
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Systematic identification of hazards generally involves two phases: (R iFEAY 7 /N — R REITE 142D D EXFE)

— an empirical phase (exploiting past experience, e. g. checklists); (iXERHI R H D-HR DY HFTI 1)

— a creative phase (proactive forecasting, e. g. brain-storming, structured what-if studies). (B3&RY 72 H D ( X 181R))

X2 UT 4 DEBDIBERDOEHIZCLC/TS 5070112 L % &

The threat landscape should be based on recognized and accepted threat library or reports and built with a high-level
approach providing an overview of the threats applicable to the railway sector

Threat libraries and reports like the following should be taken as inputs:. (Z B D 1E2& 5T IZ KB ICBHTZ 258
ZLEZADSEEFESIMELDHD, UTDHLDHH, )

— ENISA Threat Landscape Yearly report

— ISO/IEC 27005 :
— NIST SP 800-30. X2 T IZERRIEZ T HVZ ]
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Table 3 — Hazard severity level  |EC62278 Table 3IC £ %
Severity level Consequence to persons or environment Consequence to service
Catastrophic Fatalities and/or multiple severe injuries and/or major
damage to the environment
Critical Single fatality and/or severe injury and/or significant Loss of a major system
damage to the environment
Marginal Minor injury and/or significant threat to the Severe system(s) damage
environment
Insignificant Possible minor injury Minor system damage
wam >
L2 DMH B — R Om
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Table 3 — Qualitative Impact Assessment example EN 50701 Table 3(12 & A

Impact Human health and safety Operational availability Financial impact
.. Most of operations disturbed Could lead to organization
A One or several fatalities :
during more than 1 week bankrupt
Most of operation disturbed | (i anificant h
Several severe or critical between 1 day and 1 week. | 'MPactin a signiticant way ne
B R , , organization annual budget
Injuries Important operation disturbed (>10 % of revenue)
during more than 1 week
o . | Most of operation disturbed
ne severe injury or severa between 1 h and 1 day Impact in a significant way the
C injuries requiring , , ot | benefits
hospitalization Important operation disturbed | Organizaton annua :
between 1 day and 1 week
One injury requiring
D hospitalization or several light | Important operation disturbed Impact not visible on annual
Injuries (not requiring any less than 1 day. basis
hospitalization)

In the initial risk assessment, the worst-case consequence shall be used to determine the considered

Impact for each asset property.
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ISO SAE 21434 13.3.2 Requirements and recommendations

[RQ-13-01] For each cybersecurity incident, a cybersecurity incident response plan shall be created that includes:
a) remedial actions;

b) a communication plan;

c) assigned responsibilities for the remedial actions;
)
)

d) a procedure for recording new cybersecurity information relevant to the cybersecurity incident;
e) a method for determining progress;

f) criteria for closure of the cybersecurity incident response; and
g) actions for the closure.

[RQ-13-02] The cybersecurity incident response plan shall be implemented.

CLC/TS 50701 10 Operational, maintenance and disposal requirements
10.1 Introduction
For this version of this Technical Specification, specific advices are provided for vulnerability management and patch

management activities. In a later versions, security monitoring, Incident management, business continuity and crisis
management will be also addressed.
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